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I. SCOPE

This policy applies to all users of College information and technology networks and any other person

who is given access to the College’s digital assets, data or systems.

II. POLICY STATEMENT

Delaware Technical Community College is dedicated to the confidentiality, integrity and availability
of information technology networks, resources and data owned, maintained or controlled by the College. This
policy covers twelve areas of I'T security designed to protect the College’s digital assets and systems by
establishing rules for maintaining data confidentiality, integrity and availability and communicates the
College’s commitment to mitigating cyber risks.

III. POLICY
See Attached.

IV. EFFECTIVE DATE(S)
This policy is effective July 1, 2026

V. FREQUENCY OF REVIEW AND UPDATE
This policy will be reviewed and updated annually.

VI. SIGNATURE AND DATE OF APPROVAL
Approved by the President in accordance with Article IX, Section 2 of the Delaware
Technical Community College Bylaws.
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	I. Information Security Awareness
	An information security awareness and training program shall be established by Delaware Technical Community College’s (DTCC) Division of Information Technology. All employees will receive information security awareness training sponsored by the Divisi...
	 Delaware Tech security policies, standards, and procedures.
	 Identification of resources for continual development.
	 Recognizing and reporting potential indicators of insider threat.
	 Recognizing and reporting potential and actual instances of social engineering and social mining.
	 Recognizing suspicious communications and anomalous behavior in organizational systems.
	 Security basics and literacy.
	 Safekeeping College data.
	Workstations and Laptops.
	 All workstations are built from an IT approved standard configuration reviewed and updated semiannually.
	 Systems are configured to check for and install updates on a weekly basis.
	 Workstations joined to the College network are configured to prevent unauthorized disclosure of login credentials.
	Servers.
	 All servers are built from an IT approved standard configuration reviewed and updated semiannually.
	 Only network services, ports, and software components with a defined business purpose are enabled; everything else is disabled or removed.
	 All servers must have anti-malware software installed and a host-based firewall enabled.
	 Servers must be located in a physically secure area.
	 All firmware and software must be updated before a server is placed in production.
	Firewalls and Routers.
	 All changes to firewall and router security rules must be reviewed and approved before being applied.
	 Network diagrams must be kept up to date after every change.
	 Insecure communication protocols must be replaced with secure alternatives.
	 Firewall rule sets are reviewed at least every six (6) months for primary data center equipment, and annually for all other equipment.
	Remote Access (VPN).
	 Two-factor authentication is required for all VPN connections.
	 VPN access is limited to users with a documented business need.
	 VPN users can only connect to the systems they are specifically authorized to access.
	Virtual Machines (VM).
	 Virtual machines must be isolated from each other and from the underlying host system. Inactive VMs must be powered off when not in use, and VM data must be encrypted in accordance with the Encryption and Key Management Policy.
	XII. Secure Application Development
	DTCC develops and maintains software applications that handle sensitive student, employee, and institutional data. Security requirements apply to all College application development activities, whether carried out by IT staff, consultants, or contract...
	Separated Environments.
	 All new development and modifications occur in the development/testing environment only.
	 Real student or employee data must not be used in development or testing environments.
	 Code may only be moved to production with approval from the director of applications.
	 Write access to production software is disabled by default.
	Security Throughout the Development Lifecycle.
	 Security needs are identified alongside functional requirements, including data classification and encryption needs.
	 Applications use minimum access, deny access by default, and protect sensitive data using a layered approach.
	 Secure coding standards are followed (including Open Web Application Security Project). All inputs are validated; test and debug code is removed before release.
	 All projects include peer review or automated code analysis before moving to production. Applications handling confidential data receive enhanced review.
	 All applications undergo security testing before release.
	Integration with College Security Services.
	All applications must integrate with existing College security services (such as the central authentication systems) wherever possible. Any application that cannot integrate must document this as a gap and seek approval from the vice president for inf...
	Source Code Management.
	All source code must be maintained in a version control system that can be backed up to an external location. Access to source code repositories is restricted on a “least-privilege” basis.
	Cloud and Third-Party Components.
	The same security requirements apply to cloud-hosted applications. Third-party software libraries must be kept updated to the latest security-patched versions. Using proven, well-maintained libraries is preferred over building equivalent functionality...



